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Abstract - The combination of node is naturally accomplished due to computational power and 

energy resources.  In the previous mechanism, Wireless sensor networks are vulnerable to the 

node clone, and several distributed protocols have been proposed to detect this attack. So they 

require too strong assumptions to be practical for large-scale, randomly deployed sensor 

networks. In the proposed mechanism, we use two new node clone detection protocols with 

different agreement on network conditions and performance. The first one is based on a 

Distributed Hash Table (DHT) in which Chord algorithm is used to detect the cloned node, every 

node is assigned with the primary key, and before it transfer the data it has to give its key which 

would be verified by the proof node. If same key is given by another Node then the proof node 

detects the cloned Node. The second one is based on the Distributed Detection Protocol which is 

same as DHT, but it is easy and cheaper determination. Here every node only needs to know the 

neighbor-list containing all neighbor IDs and its locations. In the modified Process, we are 

determining RDE protocol, by location based nodes detection, where every region/location will 

have a group leader. The Group leader will generate a random number with time stamp to the 

available nodes in that location. Witness nodes verify the random number and time stamp to 

detect the cloned node. Here, it also provides security measures.  
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1 Introduction 

DUE to a need for robustness of monitoring 

and low cost of the nodes, wireless sensor 

networks (WSNs) are usually redundant. 

Data from multiple sensors is aggregated at 

an aggregator node which then forwards to 

the base station only the aggregate values. 

At present, due to limitations of the 
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computing power and energy resource of 

sensor nodes, data is aggregated by 

extremely simple algorithms such as 

averaging. However, such aggregation is 

known to be very vulnerable to faults, and 

more importantly, malicious attacks. This 

cannot be remedied by cryptographic 

methods, because the attackers generally 

gain complete access to information stored 

in the compromised nodes. For that reason 

data aggregation at the aggregator node has 

to be accompanied by an assessment of 

trustworthiness of data from individual 

sensor nodes. Thus, better, more 

sophisticated algorithms are needed for data 

aggregation in the future WSN. Such an 

algorithm should have two features. 1. In the 

presence of stochastic errors such algorithm 

should produce estimates which are close to 

the optimal ones in information theoretic 

sense. Thus, for example, if the noise 

present in each sensor is a Gaussian 

independently distributed noise with zero 

mean, then the estimate produced by such an 

algorithm should have a variance close to 

the Cramer- Rao lower bound (CRLB), i.e, it 

should be close to the variance of the 

Maximum Likelihood Estimator (MLE).  

However, such estimation should be 

achieved without supplying to the algorithm 

the variances of the sensors, unavailable in 

practice. 2. The algorithm should also be 

robust in the presence of non-stochastic 

errors, such as faults and malicious attacks, 

and, besides aggregating data; such 

algorithm should also provide an assessment 

of the reliability and trustworthiness of the 

data received from each sensor node. Trust 

and reputation systems have a significant 

role in supporting operation of a wide range 

of distributed systems, from wireless sensor 

networks and e-commerce infrastructure to 

social networks, by providing an assessment 

of trustworthiness of participants in such 

distributed systems. A trustworthiness 

assessment at any given moment represents 

an aggregate of the behavior of the 

participants up to that moment and has to be 

robust in the presence of various types of 

faults and malicious behavior. There are a 

number of incentives for attackers to 

manipulate the trust and reputation scores of 

participants in a distributed system, and such 

manipulation can severely impair the 

performance of such a system. The main 

target of malicious attackers is aggregation 

algorithms of trust and reputation systems. 

2 Related work  

In the previous mechanism, Wireless sensor 

networks are vulnerable to the node clone, 
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and several distributed protocols have been 

proposed to detect this attack. So they 

require too strong assumptions to be 

practical for large-scale, randomly deployed 

sensor networks. Here it provides some, 

drawbacks are, Less Security, Data hacking, 

missing privacy 

 

2.1 Proposed Mechanism 

In the proposed mechanism, we use two 

novel node clone detection protocols with 

different tradeoffs on network conditions 

and performance. The first one is based on a 

distributed hash table (DHT) in which Chord 

algorithm is used to detect the cloned node, 

every node is assigned with the unique key, 

and before it transmits the data it has to give 

its key which would be verified by the 

witness node. If same key is given by 

another Node then the witness node 

identifies the cloned Node. The second one 

is based on the Distributed Detection 

Protocol which is same as DHT, but it is 

easy and cheaper implementation. Here 

every node only needs to know the 

neighbor-list containing all neighbor IDs 

and its locations.  In the modified system, 

Process, we are implementing RDE 

protocol, by location based nodes 

identification, where every region/location 

will have a group leader. The Group leader 

will generate a random number with time 

stamp to the available nodes in that location. 

Witness nodes verify the random number 

and time stamp to detect the cloned node. 

The message is also encrypted for security 

purpose.  Here, it provides some advantages 

are, High security, Data integrity, easily find 

the attacker 

 

3 Methodologies  

3.1 Establishment of Network 

This module is developed in order to create 

a dynamic network. In a network, nodes are 

interconnected with the admin, which is 

monitoring all the other nodes. All nodes are 

sharing their information with each other‟s 

3.2 Distribution of Proof node 

A major issue in designing a protocol to 

detect clone attacks is the selection of the 

witnesses. We will call „Witness‟ as a node 

that detects the existence of a node in two 

different locations within the same protocol 

run. If the adversary knows the future 

witnesses before the detection protocol 

executes, the adversary could subvert these 

nodes so that the attack goes undetected. 
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Here, we have identified two kinds of 

predictions: 

1. ID-based prediction 

2. Location-based prediction. 

We say that a protocol for replica detection 

is ID-oblivious if the protocol does not 

provide any information on the ID of the 

sensors that will be the witnesses of the 

clone attack during the next protocol run. 

Similarly, a protocol is area-oblivious if 

probability does not depend on the 

geographical position of node in the 

network. Clearly, when a protocol is neither 

ID-oblivious nor area-oblivious, then a 

smart adversary can have good chances of 

succeeding, since it is able to use this 

information to subvert the nodes that, most 

probably, will be the witnesses. 

3.3 Confirmation of Random Number 

Random Key pre-distribution security 

scheme is implemented in the sensor 

network. That is, each node is assigned a 

number randomly with Time Stamp from 

Group Leader. Then the Group Leader will 

transmit Random Number (Encrypted with 

RSA algorithm) which was generated with 

respect to that Time Stamp to the Witness 

node. Witness node will now check the 

Random number which is generated with the 

User information. If both the data are 

matched then the Witness node will confirm 

that this node is Genuine. 

3.4 Verification of User information 

 

Each node is assigned an ID as individual 

once it is registered into the network and 

also an ID for the whole group (i.e.) 

Location ID is generated for each and every 

Location. That Node ID and Location ID are 

also appended with 1 (Encrypted with RSA 

algorithm). Then the Witness node will now 

check the node ID + Location ID which is 

generated with the User Information. If both 

the data are matched then the Witness node 

will confirm that this node with that 

Location is Genuine. 

3.5 Replica Detection and Transfer 

 Only the Witness node confirms the 

Sender node, the data is send to the 

Destination, which is Genuine. If user 

specified information and the internal 

information are varied then the Witness 

node will identify that Cloning or some Mal 
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practice has occurred and the Packets are 

discarded by the witness node. 

4 Architecture  

From this architecture, it implemented with 

the following components, Original source 

node, cloning node, destination node, and 

the proof node. We provide a thorough 

empirical evaluation of effectiveness and 

efficiency of our proposed aggregation 

method. The results show that our method 

provides both higher accuracy and better 

collusion resistance than the existing 

methods.  

5 Description of Algorithm   

Input: a, b, c 

Output: Estimation vector r 

e0, Q(0)1; 

Repeat 

 Calculate p(e+1) 

 Calculate f; 

 ee+1; 

Until estimation has processed 

 

Here we assume that sensors are deployed in 

a hostile unattended environment. 

Consequently, some nodes can be physically 

compromised. We assume that when a 

sensor node is com- promised, all the 

information which is inside the node 

becomes accessible by the adversary. Thus, 

we cannot rely on cryptographic methods for 

preventing the attacks, since the adversary 

may extract cryptographic keys from the 

compromised nodes. We assume that 

through the compromised sensor nodes the 

adversary can send false data to the 

aggregator with a purpose of distorting the 

aggregate values. We also assume that all 

compromised nodes can be under control of 
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a single adversary or a colluding group of 

adversaries, enabling them to launch a 

sophisticated attack. We also consider that 

the adversary has enough knowledge about 

the aggregation algorithm and its 

parameters. Finally, we assume that the base 

station and aggregator nodes cannot be 

compromised in this adversary model; there 

is an extensive literature proposing how to 

deal with the problem of compromised 

aggregators; in this paper we limit our 

attention to the lower layer problem of false 

data being sent to the aggregator by 

compromised individual sensor nodes, 

which has received much less attention in 

the existing literature. 

 

6 Conclusion  

From this Detection of Look Alike 

Detection of Clone Node and Collusion 

Attacks in WSN have been implemented, 

here we introduced a novel collusion attack 

scenario against a number of existing IF 

algorithms. Moreover, we proposed an 

improvement for the IF algorithms by 

providing an initial approximation of the 

trustworthiness of sensor nodes which 

makes the algorithms not only collusion 

robust, but also more accurate and faster 

converging. In future work, we will 

investigate whether our approach can protect 

against compromised aggregators. We also 

plan to implement our approach in a 

deployed sensor network. 
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